Two Factor Authentication QTS (Iphone)

Complete this at home with your Clinica laptop using the local (black) desktop or with your personal
computer. This can not be done inside the Clinica Desktop or while on Clinica’s Wifi.

Short version. (No pictures)

On your PC

Navigate to https://access.clinica.org in your web browser.

Enter your username and password. Not your email address.
Select [Enroll Imprivata ID].
On your Phone
Download “Imprivata ID” from the app store onto your phone.
[Turn on] notifications for fast access.
[Not now] for Simplified E prescribing.
[Not now] for Automatic Sign-out.
On your PC
Enter the Serial and Token Code from your phone app to your PC web browser.
Set up backup method using your cell number.
Receive SMS text message code and enter code on pc.
Choose [Detect Receiver] and [Already Installed] if prompted.

Select your Clinica Desktop like normal.


https://access.clinica.org/

Long Version with pictures

On your PC

Navigate to https://access.clinica.org in your web browser.

Enter your username and password. Not your email address.
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Select [Enroll Imprivata ID].

Imprivata ID

Get fast access by approving a notification on
your smartphone

Setup time:

2 minutes

Wlllat you need:
Your smartphone
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Enroll Imprivata ID

Enroll another method
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On your Phone

Enroll Imprivata ID

Download and open the Imprivata ID app
on your smartphone

Turn on notifications and other relevant
permissions as prompted

Enter the serial number and token code
from the app below

ur phone in Imprivata ID allows us to use your phone to

i secure logins
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Download “Imprivata ID” from the app store onto your phone. Then open the app.
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Looks like you haven't
enrolled Imprivata ID on

this phone yet.

Have you used Imprivata
ID before?
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You're not done yet.
You must enroll Imprivata ID again
before you can use it.

If you e-prescribe controlled
substances, enroll this Imprivata ID
again at a clinical workstation.
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[Turn on] notifications for fast access. [Allow] notifications.

w' Verizon LTE @ 12:47 PM

“Imprivata ID” Would Like to
Send You Notifications

Notifications may include alerts,

B . . . sounds, and icon badges. These can
Verify your identity with a be configured in Settings.
simple tap

Fast Access

Turn on Notifications to get
Fast Access

Turn on

Subject to availability

[Not now] for Simplified E prescribing. [Not now] for Automatic Sign-out.

! Verizon LTE @ 12:48 PM < (@m) . Verizon LTE @ 12:48 PM

Simplified E-Prescribing Automatic Signout

Securely sign electronic prescriptions Walk away and your workstation
without picking up your phone locks automatically

Turn on Bluetooth Access, Location, Turn on Bluetooth Access, Location,
and Notifications to get Simplified and Motion & Fitness to get
E-Prescribing Automatic Signout

Subject to availability Subject to availability




On your PC

Enter the Serial and Token Code from your phone app to your PC web browser.
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Imprivata ID enrolled

The next time you log in, approve a push
notification to verify your identity.
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You must enroll before
authenticating with Imprivata ID.

Next: enroll backup method
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Set up backup method using your cell number. Receive SMS text message code and enter code on pc.

Backup method Enter phone number

Never lose access. Add SMS as a backup login
method. We will send a code via SMS to your phone to
enroll you in SMS as a login method
Setup time:
1 minute ‘ E.g. (000) 000-0000
What you need:
Your mobile phone

Not now

Standard message and data rates may apply

Back
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Check your phone SMS enrolled

) Use SMS any time as an alternate log in
Enter the code we sent via text to the phone '
method, or to enroll a new phone in

number_to enroll in SMS as a '
Imprivata ID.

login method

Not the right number? Edit phone number

‘ Ierification code
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Choose [Detect Receiver] and [Then open] if prompted.

Welcome to Citrix Receiver

For the best experience, use the full set of features bundled with Citrix
Receiver for Windows. Click Detect Receiver to get started.
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If you do not want to detect/install Citrix Receiver you can use the light
version, with fewer features, in your browser.

Select your Clinica Desktop like normal. Then choose open again.
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